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ABSTRACT

Artificial Intelligence (AI) exerts a growing impact on the field of cybersecurity, which is character-
ized by increasing complexity resulting from system interconnectivity, the expansion of the Internet of
Things (IoT), and the rise in digital threats. While AI has been widely used to improve defense sys-
tems, its application in cyberattacks represents an emerging challenge. Malicious actors are leveraging
this technology to automate offensives, adapt to defenses in real time, and exploit vulnerabilities with
unprecedented efficiency, raising questions about how it is changing the dynamics of current attacks.
This review examines five recent empirical studies published between 2021 and 2025 that address the
offensive use of Al in cybersecurity, identifying key techniques such as automated code generation,
evasion of detection mechanisms, execution of targeted attacks, and the reduced technical skill re-
quirements for attackers. The results reveal that Al is transforming cybersecurity strategies, enabling
more sophisticated and adaptive attacks that pose significant challenges to current detection tools.
These threats are particularly critical in sectors such as healthcare, critical infrastructure, and public
administration, where disruptions can have systemic consequences. The results point to the need to
advance the development of more adaptable and scalable defense systems, as well as to identify key
research gaps in areas such as explainability, regulation, and real-time detection of Al-driven threats.
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1. Introduction

sophistication of current and future threats [4]. Despite
efforts to address this emerging trend, the scale and

Artificial Intelligence (AI) has been recognized for its
potential to optimize critical processes in areas as di-
verse as medicine, engineering, and finance [1, 2]. This
transformation is underpinned by its ability to process
large volumes of data, identify complex patterns, and
optimize decision-making [2]. However, the same po-
tential that drives these advances poses new challenges
when applied to the field of cybersecurity, where its ca-
pabilities can be leveraged for different purposes [3].
AT is not just a complementary tool in cybersecu-
rity, but a fundamental pillar to address the speed and
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pace of its implementation, the speed of its advance-
ment, and the specific methods used are not yet fully
understood [5, 6]. This lack of understanding highlights
the need for an analysis of how Al is redefining offensive
capabilities in the field of cybersecurity.

This review seeks to examine the current use of Al in
cyberattacks, with particular attention to how malicious
actors employ it to automate attacks, evade detection,
and exploit vulnerabilities in increasingly complex and
interconnected systems. This paper does not propose
defense mechanisms but rather synthesizes the current

(© 2026 The Author(s). Published by Maikron. This is an open access article under the CC BY license. ISSN: 3061-8843


https://maikron.org/jaica
https://orcid.org/0009-0005-5222-7973
https://orcid.org/0009-0002-0405-8421
https://orcid.org/0009-0008-9100-0693
https://orcid.org/0009-0003-8545-0675
https://orcid.org/0009-0006-8224-1140
https://orcid.org/0009-0009-8123-2092
mailto:le25080033@merida.tecnm.mx
https://doi.org/10.5281/zenodo.20802486
http://creativecommons.org/licenses/by/4.0/

Journal of Artificial Intelligence and Computing Applications (2026) 4(1)

literature on the offensive use of Al. By analyzing re-
cent studies, it seeks to shed light on how these appli-
cations expand the reach and efficiency of cyberthreats,
challenging traditional security paradigms and showing
how AI improves the operational execution of modern
cyberattacks with minimal human intervention.

The remainder of this article is structured as fol-
lows: Section 2 details the approach used for litera-
ture selection and analysis, describing the databases
consulted, the inclusion and exclusion criteria, and the
search strategies employed. Furthermore, the use of the
PRISMA (Preferred Reporting Items for Systematic Re-
views and Meta-Analyses) model for literature selection
is presented, along with the criteria applied. Subse-
quently, Section 3 presents the main emerging trends
and techniques in the use of Al in cyberattacks, includ-
ing automation methods, detection evasion, and vulner-
ability exploitation. Section 4 delves into the impact of
these findings, assessing their implications for cyberse-
curity and considering the challenges posed by the use
of AT in malicious activities. Finally, Section 5 sum-
marizes the key points of the analysis, addresses poten-
tial mitigation strategies, and suggests future directions
for research in this field. This framework allows for a
comprehensive approach to the role of Al in cyberat-
tacks, combining a critical review of the literature with
an analysis of its practical and theoretical implications.

2. Methodology

To ensure an organized, transparent, and reproducible
approach to identifying relevant literature, this re-
view adopts the fundamental principles of the PRISMA
methodology [7]. While not a systematic review in the
strict sense, this framework serves as a methodological
guide to structure a clear and replicable selection pro-
cess, aiming to minimize potential bias in the synthesis
of information. The primary objective is to identify and
analyze recent relevant studies that significantly con-
tribute to the understanding of the role of Al in the
execution of cyberattacks. Through a rigorous selection
process, this review ensures that the included papers are
relevant, methodologically sound, and reflect the latest
advances in this emerging field.

The bibliographic search was conducted using
Google Scholar, selected for its broad coverage and ease
of access to locate academic articles in different areas
of knowledge. A specific search query was designed
to ensure the relevance of the retrieved studies: (“ar-
tificial intelligence”) AND (“cyberattacks”) AND (“au-
tomation OR detection evasion”) AND (“cybersecurity
vulnerabilities OR malicious actors”) AND (“emerg-
ing techniques OR cybersecurity trends”). This query
aimed to collect studies from 2021 onwards related
to Al-driven cyberattacks, with a particular focus on
emerging threats. This search yielded a total of 135
records, which formed the initial dataset for subsequent
analysis.

During the first selection phase, a thorough review
of the titles and abstracts of the retrieved studies was

24

conducted to eliminate those that did not meet the spe-
cific objectives of the review. Three main exclusion cri-
teria were established: first, studies that, although re-
lated to technological topics, did not explicitly address
the intersection between AI and cyberattacks were elim-
inated; second, works not published in scientific journals
were discarded, ensuring the reliability and quality of
the sources consulted; and third, review articles were
excluded, given that the purpose of this research was
to focus on primary research contributions that offered
empirical data and original results. This filtering pro-
cess ensured that only research of direct relevance to the
study of Al-motivated cyberattacks was selected, result-
ing in the exclusion of 117 studies and the inclusion of
18 articles, which were evaluated for further analysis.

During the eligibility phase, the 18 shortlisted arti-
cles were thoroughly reviewed to ensure their method-
ological rigor, thematic relevance, and potential impact.
In this second stage, 13 studies were excluded for the
following reasons: one article was excluded due to lan-
guage restrictions, eleven were not indexed in recog-
nized indexes such as Journal Citation Reports (JCR),
and one did not fit the thematic focus of this review.
As a result, the final set consisted of five articles that
fully met the established criteria. Figure 1 presents a
flowchart adapted from the PRISMA model that sum-
marizes the entire process of study identification, selec-
tion, eligibility assessment, and inclusion.

The five selected articles represent recent, high-
impact contributions at the intersection of AI and cy-
berattacks. Table 1 presents a detailed summary of
these studies, including the article title, journal of pub-
lication, and corresponding year. While this review
was developed following a structured approach based on
the principles of this established methodology, certain
methodological limitations were identified. The exclu-
sive use of Google Scholar as a search source could limit
the scope and comprehensiveness of the review. Like-
wise, the focus on research published in recent years
could have excluded relevant previous work. Similarly,
the exclusion of non-indexed journals could have over-
looked relevant contributions from emerging researchers
or from specialized fields. Despite these limitations, the
selection process, following a systematic approach, en-
sures that the final set of studies includes high-quality,
relevant, and methodologically sound research.

3. Thematic Overview

This section critically organizes, analyzes, and synthe-
sizes key findings from selected literature on the use of
AT in cyberattacks, with particular attention to emerg-
ing techniques and research gaps. Rather than simply
summarizing individual studies, this section identifies
key patterns, trends, and areas of debate that emerged
during the review. The thematic analysis focuses on
four major domains: the automation and escalation of
cyberattacks enabled by Al-driven orchestration; the
automated generation of malicious code through large
language models (LLMs); the use of adaptive Al tech-
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Figure 1. Flowchart of the literature identification, screening, eligibility assessment, and inclusion pro-
cess.

Table 1. The final list of articles used in this review, including information for title, journal, year of
publication and citation.

Title Journal Year Citation
Unleashing offensive artificial intelligence: Computers & Security 2024 1]
Automated attack technique code genera-

tion

Designing and Evaluating a Flexible and Electronics 2023 [5]

Scalable HT'TP Honeypot Platform: Archi-
tecture, Implementation, and Applications

ChatGPT or Bard: Who is a better Certi- Computers & Security 2024 [8]
fied Ethical Hacker?
Leveraging Explainable Artificial Intelli- Applied Sciences-Basel 2023 [9]

gence in Real-Time Cyberattack Identifica-

tion: Intrusion Detection System Approach

A CNN-based automatic vulnerability de- EURASIP Journal on Wireless Communi- 2023 [10]
tection cations and Networking
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niques to evade intrusion detection and monitoring sys-
tems; and the challenges and opportunities for AI-Based
cyberattack detection and attribution. Each of these
themes is examined in depth in the following subsec-
tions, highlighting influential findings, unresolved ques-
tions, and areas where further research is necessary. A
summary of these thematic domains is presented in Ta-
ble 2.

3.1 Automation and escalation of AI-driven at-
tacks

Advances in Al have made it possible to automate mul-
tiple phases of the cyberattack lifecycle, including re-
connaissance, exploitation, and evasion of defense sys-
tems [8]. Generative models and adaptive architectures
allow attackers to dynamically modify their attack vec-
tors, making them difficult to detect by traditional sys-
tems [5]. Automation not only accelerates the deploy-
ment of attacks but also enables their mass replication
without human intervention [1, 8, 5]. This poses a sig-
nificant threat to environments that are not prepared
for immediate responses to thousands of simultaneous
events [5].

Current defensive capabilities do not adequately re-
spond to this level of adaptability. While attackers inte-
grate self-tuning and personalizing algorithms, defenses
remain reactive, slow, and structurally static, as many
intrusion detection systems lack simultaneous adapt-
ability and rely on outdated datasets that do not rep-
resent evolving threat patterns [9]. Furthermore, most
architectures still rely on fixed rules or non-adaptive
models, making them poor at responding to dynamic,
behavioral attacks generated by AI [10]. This asymme-
try creates an operational gap in cybersecurity that not
only compromises current defense strategies [1], but also
exposes a broader research challenge: while offensive ca-
pabilities are increasingly driven by adaptive automa-
tion, existing defensive models have not yet reached a
comparable level of responsiveness in concurrent envi-
ronments [9, 5].

3.2 Automated generation of cyberattack tech-
niques through large language models

AT has reached a point where it can be used not only to
automate defensive tasks in cybersecurity, but also to
facilitate the execution of cyberattacks [8]. The study
[1] shows how generative models like ChatGPT can
be prompted to produce malicious code aligned with
MITRE ATT&CK techniques. These models allow the
creation of specific code fragments to execute advanced
attack techniques such as defense evasion, privilege es-
calation, or initial access, with just a textual instruc-
tion [1]. This automation considerably reduces the ef-
fort required by attackers and eliminates the need for
specialized technical knowledge [1, 9], which broadens
the range of users capable of carrying out sophisticated
attacks.

In controlled tests, some LLMs have been shown to
autonomously generate attack code with a 16% success
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rate, a figure that rises to 50% when guided by users
with cybersecurity expertise [1]. This result highlights
the tangible offensive potential of LLMs and the urgent
need to develop early mitigation mechanisms against
their malicious use [8].

The ability of these models to generate executable
code, adapted to different operating systems and offen-
sive tactics, also allows them to be integrated with au-
tomated breach and attack simulation platforms [9, 8].
This favors the customization of attacks according to
the target environment, making their detection and re-
sponse more difficult. Furthermore, the dynamic gener-
ation of variants of the same attack increases the com-
plexity of threats, forcing defensive systems to evolve
rapidly. In this context, LLMs represent a powerful tool
that is transforming the offensive cybersecurity land-
scape, both due to their speed and operational versatil-

ity [8].

3.3 Evasion of monitoring and detection sys-
tems in cyberattacks using AI

Evading monitoring and detection systems is one of the
most complex areas where attackers can leverage Al to
optimize their attacks [5]. Traditionally, intrusion de-
tection systems (IDS) and other monitoring tools have
been designed to identify anomalous behavior in net-
work traffic or unusual patterns in systems [5, 8]. How-
ever, with the use of AI, attackers can now generate
adaptive attacks that instantly modify their behavior
to evade defense strategies [1, 8].

One of the most advanced techniques is the use of Al
algorithms to anticipate defensive responses and adapt
attack strategies accordingly, enabling real-time evasion
of monitoring mechanisms [1, 8]. This type of dynamic
adaptation poses a critical problem for defenses: how to
anticipate and detect constantly changing threats. Tra-
ditional detection systems are not designed to react so
quickly or to predict changes in attack patterns [5, 9].
This creates a security gap, where attackers continue to
advance while traditional defenses fall behind.

3.4 Challenges and Opportunities for AI-Based
Cyberattack Detection and Attribution

The increasing sophistication of cyberattacks, driven by
the integration of AI, poses unprecedented challenges
in the detection and attribution of these threats. AI’s
ability to automate entire phases of the attack lifecycle,
from reconnaissance to evasion of defenses, requires a
deeper understanding of traditional security strategies
[8]. Unlike conventional attacks, the dynamic adapt-
ability inherent in Al-based offensive systems allows for
modification of tactics and vectors even during execu-
tion, making them considerably more difficult to iden-
tify using systems based on static signatures or prede-
fined rules [5]. Studies demonstrate that these adaptive
strategies weaken detection models by allowing attacks
to modify behavior in real time, circumventing tradi-
tional rule-based mechanisms [5].

In this scenario, where attackers are leveraging the
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automatic personalization and scalability offered by Al,
it is crucial to explore both the challenges inherent
in detecting and tracking these new forms of evasive
attacks and the opportunities that AI itself can of-
fer to develop more advanced, predictive, and effective
forensic techniques [9]. A proactive response to these
emerging threats lies in the implementation of machine
learning models such as convolutional neural networks
(CNNs)[10], which have proven effective in automati-
cally detecting vulnerabilities in source code. This tech-
nique represents a crucial tool for preventing exploits
before they materialize [10], thus helping to reduce the
gap in the Al-driven offensive-defensive cycle. How-
ever, despite recent advances, existing detection systems
still have limitations in real-time attribution, especially
when faced with rapidly evolving and adaptive attack
patterns [1].

As previously discussed, Al has brought about a
substantial shift in cybersecurity strategies, equally af-
fecting offensive and defensive approaches [10]. While
AT has improved the detection of and response to cy-
berthreats, it has also increased the sophistication of at-
tacks, increasing the need for more adaptable and scal-
able defenses [5]. As AI systems continue to develop,
addressing the implications of their use, especially in
terms of privacy, accountability, and autonomy, is crit-
ical to ensuring responsible and transparent use in cy-
bersecurity [8].

4.

This section seeks to critically interpret the previously
presented thematic findings, analyzing their strategic
implications for contemporary cybersecurity [10, 5].
These findings pose significant challenges for current de-
tection tools and, at the same time, suggest the need to
review the approach to defense strategies in a rapidly
evolving technological environment.

Al-powered cyberattacks not only increase their
destructive capacity, but also potentially change the
strategic balance between attackers and defenders [10].
The reduction in human intervention required, thanks
to intelligent automation, expands the scope and fre-
quency of attacks, opening the door to actors with less
technical expertise [1]. Taken together, these advance-
ments represent a paradigm shift in cybersecurity, indi-
cating that traditional static defense mechanisms are in-
creasingly ineffective against highly dynamic Al-driven
threats [5].

The practical implications of these findings are es-
pecially critical for sectors such as healthcare, critical
infrastructure, and public administration, where a dis-
ruption can have systemic consequences [9]. The use
of AT to increase the adaptability and potential person-
alization of cyberattacks poses a direct threat to the
operational and reputational integrity of organizations,
particularly given the potential misuse of sensitive data
[5, 1, 8].

This review is consistent with previous studies that
have documented the use of Al to increase the com-
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plexity and effectiveness of cyberattacks, as well as the
limitations of traditional defense systems [8]. How-
ever, differences were identified in the methodological
approaches and timeframes used. While much of the lit-
erature has focused on theoretical analyses or hypothet-
ical scenarios, this work focuses on observable applica-
tions and techniques already implemented in actual con-
texts [5, 10]. The sectors analyzed also contributed to
notable differences in the findings, emphasizing the im-
portance of specific contexts in cybersecurity research.

Among the most significant methodological limita-
tions are the exclusive use of Google Scholar as a search
source, the exclusion of literature not indexed in JCR,
and the focus on recent studies. These restrictions
may have reduced the diversity of perspectives or ex-
cluded relevant previous references. However, although
the findings presented are representative of the current
state of the field, they should be interpreted within the
framework of these limitations.

There is a need to expand the study of Al-driven
cyberthreats to under-researched sectors such as educa-
tion and logistics, and to specifically focus on the devel-
opment of explainable defensive Al systems [9, 8]. Fur-
thermore, conducting larger collaborative reviews and
longitudinal empirical studies on real Al-driven cyberat-
tacks would significantly improve understanding. Like-
wise, emphasis should be placed on developing and re-
fining ethical and regulatory frameworks to guide the
responsible deployment of Al technologies in cyberse-
curity contexts [8].

Al-powered cyberthreats have pushed the tradi-
tional boundaries of digital defense, introducing more
complex, rapid, and adaptive attack scenarios [9, 10, 5].
Bridging this gap requires not only technical innovation,
but also international cooperation, proactive cyberse-
curity policies, and the urgent development of ethical
frameworks to guide the responsible use of Al in in-
creasingly interdependent digital environments [6, 8].

5. Conclusion

ATl is radically transforming the cyberattack landscape.
Its ability to automate attacks, generate malicious code
using LLMs, adapt in real time, and reduce reliance on
human intervention has increased both the effectiveness
and scope of threats. These characteristics represent
a critical challenge for traditional detection systems,
which fail to keep up with the pace and variability of
Al-powered attacks [5].

The findings pose significant implications for cyber-
security, both practical and academic [1, 8]. Al-based
offensive technologies can mimic legitimate behavior,
dynamically adapt, and execute large-scale personal-
ized attacks, with potential impact not only technical
but also psychological, in terms of more effective au-
tomated persuasion, emotionally personalized attacks,
and reduced user ability to identify compelling decep-
tions. These advances demand a rethinking of current
methodologies for threat detection and assessment.

The offensive use of Al in cyberattacks represents
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Table 2. Key thematic domains and insights in Al-enhanced cyberattack research as identified in the
literature review, including automation and scaling of attacks, malicious content generation via LLMs,
evasion of detection systems, and challenges in attribution and defense.

Thematic Research Domain

Summary of Key Findings and Strategic
Implications

Automation and Escalation of AI-Driven Attacks

Automated Generation of Cyberattack Techniques
via LLMs

Evasion of Monitoring and Detection Systems

Challenges and Opportunities in Detection and
Attribution

AT enables full-cycle automation of cyberattacks
(e.g., reconnaissance, exploitation, evasion), allowing
massive, scalable, and adaptive threats. Defensive
systems remain mostly static and reactive, resulting
in critical operational gaps and higher exposure to
Al-augmented offensive strategies.

LLMs like ChatGPT can be exploited to generate
malicious code and phishing content, lowering the
barrier to entry for less-skilled actors. These tools
are increasingly integrated into offensive platforms
like Breach and Attack Simulation (BAS) systems,
improving attack customization and stealth.

Al-driven adversarial techniques allow real-time
behavioral adaptation to evade traditional intrusion
detection systems (IDS) and firewalls. These
strategies significantly reduce the effectiveness of
signature-based and rule-based defense models.

While AI complicates traceability and undermines
conventional forensic methods, it also offers new
avenues for advanced threat attribution, behavioral
analytics, and proactive cyber defense strategies
using predictive models.
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a paradigm shift in how digital threats are configured.
Understanding its scope and consequences is essential
to assessing the risk posed by a technology that, while
designed to drive progress, can also be used to amplify
damage. Contemporary cybersecurity must recognize
this inherent duality of Al: its ability to protect, but
also to exploit.
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